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Active Opt-In Consent Required: CRTC 
Releases Anti-Spam Law Compliance 
Guidelines
DARA LAMBIE AND LAURA WEINRIB

On October 10, 2012, the Canadian Radio-television 
and Telecommunications Commission (CRTC) published 
two Compliance and Enforcement Information Bulletins 
regarding Canada’s Anti-Spam Legislation (CASL). 
The Guidelines on the interpretation of the Electronic 
Commerce Protection Regulations (CRTC) and the 
Guidelines on the use of toggling as a means of 
obtaining express consent under Canada’s anti-spam 
legislation (collectively, the Guidelines) provide some 
much needed guidance on several issues that have been 
raised by industry and commentators with respect to 
CASL as well as the Electronic Commerce Protection 
Regulations (CRTC) that were finalized in March 2012 
(the CRTC Regulations). In particular, the Guidelines 
provide significant further interpretation of the 
requirements regarding express consent.

The anti-spam provisions of CASL prohibit, subject 
to limited exceptions, the sending of a commercial 
electronic message (CEM) unless the recipient has 
consented to receiving the message and the message 
meets certain form and content requirements. Except 
where CASL explicitly allows consent to be implied, 
companies must obtain express consent in order to 
send CEMs. Please refer to our concurrently published 
Blakes Bulletin which sets out an overview of CASL and 
the CRTC Regulations. CASL is expected to come into 
force in 2013, possibly four to six months after Industry 
Canada regulations have been finalized.

REQUESTS FOR EXPRESS CONSENT
Separate Opt-in Consent Required
The CRTC has made clear in the Guidelines that “a 
positive or explicit indication of consent is required” to 
comply with the express consent requirements of CASL 
and therefore “express consent cannot be obtained 
through opt-out consent mechanisms”. This impacts 
the common industry practice of using a “pre-checked” 

box on a computer or device screen that assumes the 
user’s consent unless the user takes the active step 
to “un-check” the box. The Guidelines state that such 
practice is not an acceptable form of express consent 
under CASL. Instead, if a check box is used, the user 
must actively check it to indicate his or her consent. 
Another consent mechanism deemed acceptable under 
the Guidelines would be where the individual actively 
enters his or her email address into an electronic field to 
indicate consent where it is explicit that the individual is 
entering his or her address for this purpose. 

While the Guidelines do not explicitly comment on this 
issue, in the illustrated figures that are provided as 
examples, the mandatory contact information of the 
person requesting consent appears to be included in a 
“Contact Us” link rather than on the same screen or 
page with the check box/address field and “Submit” 
button. This implicitly suggests that the requirements 
in the CRTC Regulations about providing the contact 
information of the person requesting consent can be 
satisfied by means of a link to that information.

The Guidelines also state that requests for consent 
may not be “subsumed in, or bundled with requests for 
consent to the general terms and conditions of use or 
sale”. Rather, the request for consent to do one of the 
acts contemplated by sections 6 to 8 of CASL must be 
clearly and separately identified. The Guidelines provide 
that people must, for example, be able to grant consent 
to terms and conditions of use but may refuse to grant 
consent for receiving CEMs. 

Clarification of “Sought Separately”
The CRTC Regulations require that express consent 
must be sought separately for each act described in 
sections 6 (sending CEMs), 7 (altering transmission data 
in electronic messages) and 8 (installing a computer 
program on another person’s computer) of CASL. The 
Guidelines clarify that this means consent must be 
sought separately for each act in sections 6 to 8 and that 
a person must be able, for example, to grant consent for 
the installation of a computer program separately from 
consent to receive CEMs. However, consent does not 
need to be sought separately for each instance of an act.
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Oral or Written Consent
The CRTC Regulations provide that a request for express 
consent may be obtained orally or in writing. The 
Guidelines set out two ways that oral consent can be 
established, namely where (1) verification may be made 
by an independent third party or (2) a complete and 
unedited audio recording of the consent is retained by 
the person seeking consent. These are not necessarily 
the only ways a sender of a CEM can establish that 
oral consent has been provided, but these are the only 
methods set out in the Guidelines. Given the difficulty 
in many situations of satisfying the requirements in the 
Guidelines for establishing oral consent (for example, at 
point of sale in a retail context), reliance on oral consent 
may not be practical for many organizations.

The Guidelines state that written consent may be 
electronic, provided that the date, time, purpose and 
manner of the consent is stored in a database. 

Following receipt of express consent, the Guidelines 
state that confirmation should be sent to the person 
whose consent was sought, although this requirement 
does not appear in either CASL or the CRTC Regulations.

FORM AND CONTENT REQUIREMENTS
Identifying Information
The CRTC Regulations provide that every CEM must 
set out information that identifies the sender of the 
message and, if applicable, the person on whose behalf 
the message is sent. Prescribed contact information 
for such persons must be set out in the CEM. The 
Guidelines state that this “does not require that persons 
situated between the person sending the message 
and the person on whose behalf the message is sent 
need necessarily be identified. For example, persons so 
situated who may facilitate the distribution of a CEM 
but have no role in its content or choice of recipients.” 
Accordingly, service providers such as those who 
merely provide an email or other software platform 
but are not ultimately in control of the sending do not 
generally need to be identified.

The Guidelines are clear that when a CEM is sent 
on behalf of multiple persons, including on behalf of 
multiple affiliates, all such persons must be identified.

Unsubscribe Mechanism
The CRTC Regulations require that an unsubscribe 
mechanism must be set out clearly and prominently in 
each CEM and must be able to be “readily performed”. 
The Guidelines state that an example of an unsubscribe 
mechanism that can be readily performed is a link in an 
email that takes the user to a web page where he or 
she can unsubscribe from receiving all or some types of 
CEMs from the sender. With SMS texts, the Guidelines 
state that the user should have the choice between 
replying “Unsubscribe” or “STOP” to the text message 
or clicking a link that will take the user to a web page 
where he or she can unsubscribe from receiving some or 
all types of CEMs.

This is the first set of bulletins issued by any of the 
regulators to provide guidance on CASL. We expect 
more guidance will be released by the regulators in the 
future to facilitate compliance with CASL.

For further information, please contact:

Montréal Marie-Hélène Constantin 514-982-4031

 Tricia Kuhl 514-982-5020

Toronto Richard Corley 416-863-2183

 Christine Ing 416-863-2667

 Dara Lambie 416-863-2541

 Wendy Mee 416-863-3161

 Alice Tseng 416-863-3067

 Laura Weinrib 416-863-2765

Vancouver Francis Chang 604-631-3332

or any member of our Marketing & Health Regulatory or 
our Information Technology Groups.

For more on Canada’s Anti-Spam Legislation resources, 
please visit our microsite.

Active Opt-In Consent Required: CRTC Releases Anti-Spam Law Compliance Guidelines
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Canada’s Anti-Spam Law Expected to 
Come Into Force in 2013
TRICIA KUHL, DARA LAMBIE AND ALICE TSENG

Bill C-28, commonly referred to as Canada’s Anti-Spam 
Legislation or “CASL”, was passed by the Canadian 
Parliament in December 2010 and will likely come into 
force in 2013. This bulletin provides an overview of the 
anti-spam regime set out in CASL as it stands at the date 
of publication of this bulletin. A second Blakes Bulletin 
published concurrently with this bulletin, provides an 
overview of two recent CRTC guidance documents.

BACKGROUND
The anti-spam provisions of CASL prohibit, subject 
to limited exceptions, the sending of a “commercial 
electronic message” (CEM) unless the recipient has 
consented to receiving the message and the message 
meets certain form and content requirements. A CEM is 
an electronic message that has as its purpose, or one of 
its purposes, to encourage participation in a commercial 
activity. This legislation will significantly impact the 
electronic marketing practices of companies in Canada 
and foreigners sending CEMs to Canadians. 

Unlike the “opt-out” regime of the CAN-SPAM Act in 
the United States, CASL requires that senders of CEMs 
obtain consent before sending the message. Further, 
an electronic message requesting consent to send a 
CEM is itself a CEM and, therefore, once CASL comes 
into force, such CEMs cannot be sent without prior 
consent. There are certain limited exemptions to the 
prior consent requirement where, for example, the CEM 
is sent solely to provide a requested quote or estimate, 
facilitate or confirm a previously agreed upon commercial 
transaction, provide warranty or safety information, 
provide factual information about an ongoing subscription 
or membership, provide information regarding an 
employment relationship or to deliver a product, good or 
service under a prior transaction. The Act also provides 
for the regulations to set out additional exemptions to 
the consent requirement. To date, no such exemptions 
have been set out. Such CEMs must still comply with the 
form and content requirements. 

CASL sets out a specific set of circumstances where 
the consent of the recipient to receive a CEM may be 
implied. For example, consent can be implied where 

there is an existing business relationship between the 
sender and the recipient (such as where a consumer has 
made a purchase from the sender within the past two 
years) or an existing non-business relationship (such as 
membership in a club or volunteer work). The legislation 
sets out the exact circumstances in which an existing 
business relationship or an existing non-business 
relationship may be held to exist. Consent can also be 
implied where the recipient has conspicuously published 
his or her address (for example, on a professional 
website) or has disclosed his or her address to the 
sender and has not, in either case, indicated he or she 
does not wish to receive unsolicited CEMs and the CEM 
relates to the recipient’s business role or function. In all 
other instances, consent must be express. 

In addition to being exempt from consent requirements, 
the following types of CEMs are also exempt from the 
form and content requirements, i.e., a CEM:

•	 that is sent by or on behalf of an individual to another 
individual with whom they have a personal or family 
relationship;

•	 that is sent to a person engaged in a commercial 
activity and consists solely of an inquiry or application 
related to that activity; or

•	 that is of a class, or is sent in circumstances, 
specified in the regulations (to date, no such 
circumstances have been specified). 

Please refer to our April 2011 Blakes Bulletin for a more 
detailed discussion of the legislation.

REGULATIONS
In the summer of 2011, draft regulations were published 
by the Canadian Radio-television Telecommunications 
Commission (CRTC) and Industry Canada (IC), and 
were open for public consultation. The regulations 
published by the CRTC were finalized in March 2012. 
However, given the significant concerns raised during 
the consultation process by industry regarding the IC 
regulations (including concerns that the draft regulations 
did not sufficiently clarify obligations or exempt certain 
activities from being considered spam), IC will be 
publishing a second version of draft regulations which 
will likely be subject to a further public comment period 
before being finalized. We expect such draft regulations 
to include additional exemptions to both the consent 
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and the form and content requirements. As of the date 
of publication of this bulletin, the second version of the 
draft IC regulations has not yet been published but is 
expected to be published imminently.

FINALIZED CRTC REGULATIONS
The CRTC regulations set out form and content require-
ments for both (1) requests for express consent to send 
CEMs and (2) the CEMs themselves. The final CRTC 
regulations address some of the concerns raised in the 
consultation period following the publication of the draft 
CRTC regulations. A request for express consent to send 
CEMs must set out clearly and simply the purpose or 
purposes for which the consent is being sought as well as:

•	 the name of the person seeking consent

•	 if the consent is being sought on behalf of another 
person, the name of the person on whose behalf 
consent is being sought

•	 a statement indicating which person is seeking 
consent and which person on whose behalf consent is 
being sought

•	 the mailing address and one of a telephone number 
providing access to an agent or voice message system, 
or an email address, or a web address of the person 
seeking consent 

•	 a statement that the person may withdraw their 
consent.

Although the legislation is not yet in force, given 
that the CRTC regulations are finalized, where an 
organization has the opportunity to collect email 
addresses, it would be prudent to include with that 
collection an express request for consent to send future 
CEMs and to structure that request in a way that meets 
the form and content requirements. 

The CRTC regulations also set out the form and content 
requirements that any CEM must meet once CASL is in 
force. A CEM must include: 

•	 the name of the person sending the message 

•	 if the message is being sent on behalf of another 
person, the name of the person on whose behalf the 
message is being sent

•	 a statement indicating which person is sending 
the message and which person on whose behalf the 
message is being sent

•	 the mailing address and one of a telephone number 
providing access to an agent or voice message system, 
or an email address, or a web address of the person 
sending the message or the person on whose behalf the 
message is being sent. 

If it is not practical to include all of this information 
in a CEM, the required information may be posted on 
a readily accessible web page that is provided to the 
recipient of the message, free of charge, “by means 
of a link that is clearly and prominently set out in the 
message”. CEMs must also include an unsubscribe 
mechanism that must be “able to be readily performed” 
(in contrast to the requirement in the draft regulations 
that it be able to be performed in “two clicks”).

SUMMARY
It is expected that once the IC regulations are finalized, 
there will be some period of delay before the legislation 
comes into force to allow companies time to bring their 
practices into compliance with the law. 

For further information, please contact:

Montréal Marie-Hélène Constantin 514-982-4031

 Tricia Kuhl 514-982-5020

Toronto Richard Corley 416-863-2183

 Christine Ing 416-863-2667

 Dara Lambie 416-863-2541

 Wendy Mee 416-863-3161

 Alice Tseng 416-863-3067

 Laura Weinrib 416-863-2765

Vancouver Francis Chang 604-631-3332

or any member of our Marketing & Health Regulatory or 
our Information Technology Groups.

For more on Canada’s Anti-Spam Legislation resources, 
please visit our microsite. 


