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Canadian Anti-Spam Legislation

Canada’s Anti-Spam Act: The Time for
Action Is Now!

If you are engaged in business in Canada and
communicate with your customers and suppliers using
some form of electronic messaging, Canada’s Anti-Spam
Legislation (CASL, or the Act) will soon place significant
restraints on your ability to send electronic messages.’

CASL is expected to be in force early in 2012. The

Act will establish one of the most stringent anti-spam
regimes in the world. It will apply to all “commercial
electronic messages” (CEMs) that include not only email
but also text messages, instant messages and messages
sent through social networking sites. While CASL will
only apply if the electronic message can be said to be

a “commercial” electronic message, such messages
merely need to encourage participation in conduct of

a commercial character, whether or not there is an
expectation of profit, to be caught by the Act. Moreover
the onus will be on senders of CEMs to prove that they
met the Act’s numerous requirements. In particular,
unless specifically permitted by the legislation, the
recipient of the CEM must have consented to receiving
the CEM before it was sent. This is referred to as an
“opt-in” system and differs from an “opt-out” system
with which companies operating in the U.S., and most
other international jurisdictions, may be familiar. It is
worth noting that an electronic message requesting
consent to receive further CEMs is itself a CEM and,
therefore, cannot be sent without the consent of the
recipient.

Each CEM must meet several form and content
requirements. Among other things, each CEM must
provide an unsubscribe mechanism whereby recipients
can indicate that they do not consent to receiving any
further messages.

Failure to meet CASL’s CEM requirements may lead to
significant liabilities for a business. A single violation
by a corporation could be subject to an administrative

monetary penalty as high as C$10-million. CASL also
provides for a private right of action that will allow any
person who believes they have been affected by breach
of the Act to apply to a court to seek redress. The court
order may require the person who contravened the Act
to pay the applicant a specified amount of damages

for each day on which the violation continued. Civil
damages may also be sought by way of class action,
leading to significant risks of liability exposure for all
businesses.

In order to be adequately prepared for the Act’s
introduction, it is very important to review internal
communications practices within your organization

and seek professional advice on how the Act may
affect your business as there are some important and
complex exceptions to the requirement for seeking
express consent. An effective compliance program

will likely include the early adoption of a mechanism

for collecting express consents from as many of your
business contacts as possible before the Act comes into
force. However, in order to ensure that express consent
obtained currently continues to apply when the Act is
in force starting in 2012, it would be prudent to comply
with the form and content requirements as set out in
the Act now.

DRAFT REGULATIONS

CASL anticipates that many of the details of the CEM
regime can be provided or refined through regulation.

At present, two sets of regulations have been issued in
draft form. The draft regulations provide additional detail
on:

e the information that must be contained in each CEM;
e the information that must be contained in a request
for consent to receive CEMs;

® the requirements of the unsubscribe mechanism;

® an option to provide some information by way of a
link to a website (available in limited circumstances,
where not “practicable” to include in the message); and
e what constitutes a “family” or “personal” relationship
for purposes of an exemption for the opt-in requirement.

CONT’'D ON PAGE 2

"While CASL will regulate a number of aspects of electronic commerce, this bulletin focuses solely on the requirements businesses will
be required to meet when sending electronic messages. Our April 2011 Blakes Bulletin provided an overview of the entire Act.
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In the draft regulations recently published by Industry Ottawa Gary Jessop 613-788-2224
Canad_a, nine of the 12 areas in which the government David Kidd 613-788-2203
was given authority to make rules under the CASL have -

not been addressed. Some of these unaddressed areas Toronto Richard Corley 416-863-2183
could have clarified the requirements under the Act or Christine Ing 416-863-2667

provided greater latitude in terms of exemptions from ]
the Act. For example, the government has chosen not Rob Kwinter 416-863-3283
to provide rules identifying additional circumstances Elizabeth McNaughton 416-863-2556
in which consent is not required for a CEM, despite

Parliament’s invitation to do so in the Act. Wendy Mee 416-863-3161
Moreover, the draft regulations may raise issues Laura Weinrib 416-863-2765
that will require clarification. For example, the draft Calgary Monica Sharma 403-260-9782
regul'fations refe_r to situatior_ms w_here it V\{i” b_e “not Vancouver Francis Chang 604-631-3332
practicable” to include required information in a CEM. It

is likely that this refers to messages subject to character Dean Murray 604-631-3367
constraints (SMS messaging, for example), but this

is not specified, and accordingly, the scope of that or any member of our Business, Communications,
provision is uncertain. Competition, Antitrust & Foreign Investment,

Finally, several of the regulatory provisions increase the  Information Technology or Marketing & Advertising
compliance burden. Under the draft regulations, to meet Groups.

the “personal relationship” exception under the Act,

the sender and recipient must have met in person. In For more Canadian Anti-Spam Legislation resources,
the context of a regime governing online behaviour, it please visit our microsite.

seems strange not to recognize a personal relationship
between persons who meet and interact solely online.
Moreover, while the Act allows for people to request
consent to receive CEMs on behalf of a third party,

the draft regulations place a significant burden on the
requester to ensure that the third party complies with
specified obligations. Accordingly, companies will want
to carefully consider their ability to control the actions
of third parties before requesting any consent on their
behalf.

A public consultation process is currently underway
regarding the draft regulations. If you would like to learn
more about how the Act will affect your business or
you would like information about the public consultation
process, please contact:

Montréal Marie-Héléne Constantin 514-982-4031
Sunny Handa 514-982-4008
Tricia Kuhl 514-982-5020
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