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Canadian Anti-Spam Legislation Will
Impact Electronic Communication

Practices
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Until recently, Canada was the only G8 country
without specific anti-spam legislation. In response,
the Government of Canada introduced stringent anti-
spam legislation that will have significant impact on
the electronic communication practices of companies
operating in the Canadian marketplace.

BACKGROUND

Bill C-28, previously entitled the “Fighting Internet and
Wireless Spam Act” (FISA), now sometimes referred
to as Canada’s Anti-Spam Law, received Royal Assent
on December 15, 2010. Once in force, FISA will
prohibit certain forms of spam, phishing and the use of
spyware in commercial activities. The stated intent of
the legislation is to regulate commercial conduct that
discourages the use of electronic means to carry out
commercial activities, creating a more secure online
environment.

More detailed regulations under FISA were expected

to be issued for public comment in the spring of 2011,
with FISA and the regulations coming into force in the
fall of 2011. The exact timing may be delayed given the
current federal election.

This bulletin focuses on the anti-spam provisions of
FISA and its impact on the electronic communication
practices of companies operating in Canada.

ANTI-SPAM PROVISIONS - WHAT DO THEY MEAN

TO YOU?

What do the Anti-Spam provisions apply to?

e FISA prohibits the delivery of commercial electronic
messages to an electronic address unless prior consent
has been obtained from the recipient and the message is
in the prescribed form.
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® Electronic messages include messages sent by any
means of telecommunication, including a text, email,
sound, voice or image message.

e An electronic address is defined as an address used
in connection with the transmission of an electronic
message to an email, instant messaging, telephone

or similar account (which will likely be interpreted as
including various social media applications such as
Twitter and Facebook).

e FISA’s anti-spam restrictions apply only to electronic
messages delivered in connection with a commercial
activity, which include any transaction, act or conduct,
or any regular course of conduct, that is of a commercial
character, whether or not the person who carries it out
does so with the expectation of profit. Accordingly, they
encompass offers to purchase goods or services, contest
offers, offers of business or investment opportunities,
and any other advertising or promotional activities.

Is consent required in all instances?

e No. FISA sets out certain exceptions to the
requirement that prior consent be obtained in connection
with the delivery of electronic messages for commercial
activities. The exceptions that are potentially relevant to
commercial enterprises are messages that:

e provide a quote or estimate for the supply of a
product, goods or service, if the quote or estimate
was requested by the recipient;

e facilitate, complete or confirm an existing
commercial transaction between the parties;

e provide warranty, product recall or safety
information about a product or services that the
recipient uses, has used or has purchased;

e provide notification of factual information about an
ongoing subscription, membership, account or loan;

e provide information directly related to an
employment relationship or benefit plan; or

e deliver a product, good or service, including
upgrades further to an existing relationship.
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* |n addition to being exempt from consent
requirements, some messages are also exempt from the
form and content requirements, including, for example:

® messages sent to a person engaged in a
commercial activity and consist solely of an inquiry or
application related to that activity; or

® messages that are a means of communicating with
the recipient for a purpose specified in the regulations.

What constitutes “consent”?

e FISA creates an “opt-in” system whereby prior
consent must be obtained from the recipient in order to
deliver a commercial electronic message, as opposed
to the U.S. approach of an “opt-out” system where the
sender can send the message without prior consent,
subject to the recipient being able to “opt-out”. As

a result, under FISA, the onus is on the sender to
demonstrate consent was received prior to sending a
commercial electronic message.

e Consent may be implied in the following limited
circumstances:

* the message is sent in the context of an existing
business or non-business relationship between sender
and recipient;

® the recipient has 'conspicuously published' his or
her email contact information, the publication is not
accompanied by a statement that the recipient does
not wish to receive communications and the message
is relevant to the person’s business, role, functions or
duties in a business or official capacity;

¢ the recipient has disclosed their email contact
information to the sender without indicating that

they do not wish to receive communications and the
message is relevant to the person’s business, role,
functions or duties in a business or official capacity; or

* the message is sent in circumstances set out in
the regulations.

e The most important implied consent, and the type
likely to be most relied upon by companies, is the
existing business relationship concept, which will apply
if the sender and recipient have done some business
together (for example, a purchase or lease of a product
or entering into a written contract) in the two years
preceding the date the message is sent or where the
recipient of the message has made an inquiry in the

©2011 Blake, Cassels & Graydon LLP

Canadian Anti-Spam Legislation Will Impact Electronic Communication Practices

previous six months. If a business is sold, the person that
purchases the business assumes their existing business
relationships for the purposes of implied consent.

® |n all other circumstances, express consent must be
obtained. The consent must be well informed, so as to
be meaningful and effective, and clearly and simply set
out the purpose for which the consent is being sought,
and information to be prescribed by regulation, including
information identifying the party seeking consent.

* An electronic message that contains a request for
consent to send a commercial electronic message is
considered to be a commercial electronic message, so
consent to sending commercial electronic messages
cannot be obtained by sending a request for consent by
email.

Are there any particular form or content requirements
for electronic messages?

e QOther than in the case of the specific classes

of messages benefiting from the form and content
exemption noted above, the message must be in

a prescribed form (which will be established in the
pending regulations), identify the sender, provide
contact information for the sender, and include an
“unsubscribe” mechanism.

e The unsubscribe mechanism must enable the recipient
to indicate, at no cost, that they no longer wish to
receive future commercial messages. In addition, the
sender of the message must specify an electronic
address, or link to a web page that can be accessed
through a web browser, where the recipient can express
his or her desire to unsubscribe.

Are there any additional requirements relating to the
“unsubscribe” mechanism?

e The unsubscribe mechanism must enable the recipient
to unsubscribe using the same electronic means by
which the message was sent, or if using those means is
not practical, any other effective electronic means.

e The electronic address or web page where the
recipient can express his or her desire to unsubscribe
must be valid for at least 60 days after the message is
sent.

e Upon receiving notification of a desire to unsubscribe,
the sender must unsubscribe the address within no more
than 10 business days. CONT’D ON PAGE 3
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What are the penalties for non-compliance with FISA’s
anti-spam provisions?

e Penalties for non-compliance under FISA are
significant and varied, including fines up to C$10-million
for corporations.

e Officers, directors and agents may be personally
liable if they acquiesced in a violation of the statutory
requirements.

e FISA also includes a private right of action, allowing
a person to commence a civil action in court against
anyone who violates FISA, thereby potentially opening
the door to class action proceedings.

How can we mitigate the risk of non-compliance?
® FISA provides for a due diligence defence to
violations of the legislation.

AMENDMENTS TO OTHER STATUTES

In addition, Bill C-28 amends a number of existing
statutes, namely the Canadian Radio-television and
Telecommunications Commission Act, the Competition
Act, the Personal Information Protection and Electronic
Documents Act and the Telecommunications Act.

PRELIMINARY CHECKLIST FOR COMPLIANCE

The delay in FISA coming into force provides an
opportunity for companies to review their existing
electronic communication practices and implement
the appropriate policies and procedures to ensure
compliance. The following is a preliminary checklist of
items that you may wish to undertake in preparation
for FISA coming into force, recognizing that additional
requirements may be imposed once the regulations are
introduced.

1. Review Existing Electronic Communication Practices
Review your electronic communication practices with
customers, including distribution of marketing materials,
and make necessary changes to ensure they comply
with the new consent (express or implied), disclosure
and “unsubscribe” requirements.

2. Collect Consents

Since the onus is on the sender to demonstrate consent,
consider developing internal systems to request,

collect and store individual consents in the event of a
complaint.

3. Prescribed Form and Unsubscribe Mechanism

Ensure that electronic messages have templates

to satisfy the requirements, including identifying

the sender, and that they satisfy the unsubscribe
requirements to opt-out of future messages.

4. FISA Compliance Policy

In order to manage risk, develop a FISA compliance
policy that addresses the key provisions under FISA
and deliver a copy of the policy to relevant employees
and management, along with providing the necessary
training.

5. Review Regulations

The full impact of FISA on a company will not be
known until the regulations are presented. When these
regulations are introduced, there will be an opportunity
for public review and comment.

For further information, please contact:

Christine Ing 416-863-2667
Tricia Kuhl 514-982-5020
Elizabeth McNaughton 416-863-2556
Wendy Mee 416-863-3161

604-631-3367
416-863-2765

Dean Murray
Laura Weinrib

or any member of our Business, Information Technology,
or Marketing & Advertising Groups.

Go to blakes.com/english/subscribe.asp to subscribe to other Blakes Bulletins.
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