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Social Media: An Advertising Minefield?
ELIzABEth MCNAuGhtoN

Social media sites such as FACEBOOK and TWITTER are 
all about individuals connecting with other individuals. 
That does not intuitively sound like advertising. 
However, social media are used extensively for 
promotional purposes in a variety, and ever evolving 
number, of ways and advertisers cannot ignore the 
social media phenomenon.

Social media are used to provide customer service, 
updates, announcements (by social media releases, the 
equivalent of a press release), promotions, sweepstakes, 
contests and product development. On one level, 
social media advertising is the same as conventional 
advertising. Where it differs is that social media allow 
organizations an increased ability to target recipients with 
advertising based on the recipients expressed interests. 

CrowdSourCING ANd word of Mouth
Crowdsourcing and word of mouth are two activities 
that demonstrate in particular how advertising via social 
media is a new phenomenon but at the same time an 
extension of long-existing practices. 

Crowdsourcing is the outsourcing of an activity to 
a group of people (the “crowd”) via an open call for 
mass collaboration to achieve a business goal. While 
crowdsourcing may be achieved more quickly and easily 
through social media, the approach has existed for 
centuries. For example, in 1714, the British Parliament 
enacted the Longitude Act, which offered a £20,000 
prize for the person who could invent an accurate 
means of finding longitude, resulting in the invention of 
a chronometer that responded to the need. 

Major companies have instituted crowdsourcing initia-
tives through social media where consumers and others 
are invited to submit innovative ideas, sometimes in 
return for a prize or an award for the best innovation or 
idea. These innovative ideas may be extremely specific, 
such as a promotion by a major electronics company 
which offered a prize to the winner who submitted a 
widget application that allows certain social media sites 

to operate on the home screen of one of the company’s 
products.

Word of mouth has, of course, existed forever but is 
particularly important in social media. The objective is to 
create content that attracts positive attention and then 
spreads voluntarily and at no expense to the advertiser. 
When a commercial or other advertisement goes viral 
because it is highly creative and people like it, the 
advertiser wins. An advertiser is less enthusiastic when 
an advertisement goes viral by virtue of the furore and 
negative comments it receives. 

rISkS
Risks inherent in social media are not hard to find. By 
way of example, there was the “secret” blogger who 
posted disparaging comments on message boards about 
a particular organization. It turned out that the blogger 
was the CEO of a company trying to buy the target of 
his blog posts. 

Another example involves coupons posted online and 
appearing to be, but not in fact, authorized by a brand 
owner. Such activity places retailers or the manufacturer 
whose coupons have been counterfeited in a catch-22 
situation because, by not honouring the coupons, 
consumers are inconvenienced and possibly annoyed at 
the “innocent” retailer or manufacturer. 

Social media have been used by consumers to target 
products, advertisements and actions they do not 
like, such as shifting coupons from a newspaper to a 
website. Posts by consumers on social media sites have 
an inherent believability which makes it difficult for 
organizations to react or respond. 

While some organizations have reacted by taking their 
positions to social media sites, others have found it 
more expedient to change the product, advertising or 
activity based on the comments made public via social 
media sites.

thE fINE PrINt
The relatively low cost of social media, and the ability 
to see a return quickly, make social media sites an 
attractive proposition for advertisers. However, social 
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media sites themselves often have detailed policies 
applicable to organizations that use their sites for 
commercial purposes. These terms should be carefully 
reviewed and they are not all the same. As an example, 
FACEBOOK policies include Promotion Guidelines, 
Advertising Guidelines, a Statement of Rights and 
Responsibilities, Platform Policies and a Privacy Policy. 

Until recently, Facebook, Inc. had to consent in writing to 
contests run on its site. While that requirement no longer 
applies, many others still do. For example, contests run 
through FACEBOOK may not be open to persons under 
18 and may not be used to promote certain products and 
services such as tobacco, gasoline or gambling. 

As well, specific language, including the following 
text, must appear in a clear and conspicuous manner 
adjacent to any promotion entry field: “This promotion 
is in no way sponsored, endorsed or administered by, 
or associated with, Facebook. You understand that 
you are providing your information to [recipient(s) of 
information] and not to Facebook. The information you 
provide will only be used for [disclose any way that you 
plan to use the user’s information]”. 

Another FACEBOOK requirement is that the contest 
rules must contain an acknowledgement that 
the contest is in no way sponsored, endorsed or 
administered by, or associated with, Facebook, Inc. 

Social media websites are enforcing their policies more 
vigorously. For example, it has been reported that 
YouTube, LLC has required companies to amend contest 
rules to remove language relating to the transfer of 
ownership of copyright in the content to the advertiser 
on the basis that the YOUTUBE Terms of Service 
provide that all user submissions remain the property of 
the poster.

The specific capabilities, restrictions and defaults of 
any applications or other software that may be used in 
association with any promotion should also be carefully 
considered. This is especially important when running 
a contest to ensure that the contest will actually run 
as intended and described in the contest rules and 
advertising.

APPLICABLE CANAdIAN AdvErtISING LAw
As when the Internet first appeared on the advertising 
horizon, a preliminary question is whether social media 
would be subject to legal standards applicable to 
conventional advertising. The answer then, as now, is 

that Canada’s federal misleading advertising statute, 
the Competition Act, applies to “representations” that 
promote directly or indirectly any business interest by 
any means whatever. 

No doubt, going forward, there will be specialized laws 
such as the anti-spam legislation recently enacted by 
the federal government, but it is important to keep in 
mind that laws of general application, particularly the 
Competition Act, apply regardless of the media. For 
example, individuals under the age of majority are still 
minors when they are on a social media website and may 
not be legally bound to the website’s contractual terms.

Other sources of quasi-regulation, including self-
regulatory bodies such as Advertising Standards Canada 
(ASC), are also relevant. ASC’s consumer complaint 
procedure can be triggered by one consumer and can 
effectively result in material having to be withdrawn. 
Complaints to ASC made by competitors, known as 
“trade complaints”, are very common but, because they 
are handled by ASC on a confidential basis, may not be 
as well known unless an organization has been involved 
in one.

whAt to do Now
• An organization should be strategic in determining its 
goals in social media. Strategy should not relate to any 
one particular site and must be kept distinct from tactics 
adopted with respect to the activity on a particular site. 
It is important to keep in mind how those individual sites 
relate to an overall goal. 

• A social media policy can be helpful in clarifying 
an organization’s strategic goals and tactics for 
implementing them.

• An organization should educate its employees to 
stress that the organization takes social media seriously. 
Policies regarding what employees may or may not 
post should also be clear (see our October 2010 Blakes 
Bulletin on Intellectual Property – Social Media Series).

• An organization should have appropriate clearance 
procedures in place. Given the immediacy of the media, 
however, existing procedures may have to be adapted in 
order to establish how the organization will monitor and 
clear activity in this area.

• Finally, an organization should consider whether its 
insurance covers its social media activities and, if not, 
whether such insurance is required.
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risks of Astroturfing and online Endorsements

risks of Astroturfing and online 
Endorsements
LAurA wEINrIB

The expansion of Web 2.0, including user-generated 
content and social media activities, has provided fertile 
and inexpensive ground for organizations to more easily 
engage in astroturfing and other forms of marketing that 
risk being held deceptive. 

AStroturfING ANd fLoGGING 
In July 2009, the Attorney General of the State of New 
York announced a settlement with cosmetic surgery 
company Lifestyle Lift over its publishing of allegedly 
fake consumer reviews on the Internet. The Attorney 
General’s office claimed that company employees were 
directed to pose as satisfied customers and post positive 
reviews and comments about the company. 

Under the settlement, Lifestyle Lift was required to pay 
$300,000 in penalties and costs. In its press release, 
the Attorney General’s office stated that “[t]he case 
is believed to be the first in the [United States] aimed 
at combating ‘astroturfing’, a growing problem on the 
Internet”.

Astroturfing is often defined as an advertising, public 
relations or political campaign of an organization that is 
disguised as a spontaneous grassroots campaign. 

A related concept is flogging, or fake blogging. Flogging 
is the term frequently used for a blog that appears to 
originate from a credible, non-biased source, but is, in 
fact, created by an organization to market a specific 
product, service or political view. 

A recent example of flogging was an advertising 
campaign by an electronics device manufacturer that 
included a fan blog run by a person who claimed to be 
helping his friend get a particular device for Christmas. 
The blog was discovered to be the marketing campaign 
of the manufacturer and swiftly pulled, and the tactic 
was widely criticized by the online community. 

This article considers recent changes to United States 
policy, and current Canadian policy, in respect of 
astroturfing and endorsements in the commercial 
marketing and advertising sphere. As will be evident, 
even organizations with good intentions need to 
carefully consider current guidelines in order to ensure 
compliance. 

u.S. rEACtIoN
Effective December 2009, the U.S. Federal Trade 
Commission (FTC) revised its Guides Concerning the Use 
of Endorsement and Testimonials in Advertising (FTC 
Guide) to cover explicitly blogging and social media.

The FTC Guide, which reflects the FTC’s interpretation 
of the prohibition on unfair or deceptive acts or 
practices, provides that advertisers and endorsers are 
subject to liability for false or unsubstantiated statements 
made through endorsements, or for failing to disclose 
material connections between advertisers and endorsers.

In the FTC Guide, an “endorsement” is defined as any 
advertising message, including one on a blog, that 
consumers are likely to believe reflects the opinions, 
beliefs, findings or experiences of a party other than 
the sponsoring advertiser, even if the views expressed 
by that party are identical to those of the sponsoring 
advertiser.

The existence of an “endorsement”, and the application 
of the FTC Guide, depends on the relationship between 
the “endorser” and the “sponsoring advertiser”. The 
FTC will consider various factors, including whether the 
endorser has been compensated (in the form of money 
or free product), the value of any product received, 
the terms of any agreement, and the history of the 
advertiser and endorser. 

According to the FTC Guide, a blogger who receives 
a free video game system from a manufacturer in 
exchange for reviewing the product is considered an 
endorser, even if the blogger is not obligated to write a 
positive review of the product. 

As a result, the FTC Guide requires the blogger to 
disclose the receipt of the free system, and requires 
the manufacturer (the so-called advertiser) to advise 
the blogger of the disclosure requirement and have 
procedures in place to try to monitor the blog postings 
for compliance. 

In addition to the disclosure requirements, both the 
advertiser and the endorser would be liable for any 
false or unsubstantiated statements, such as claims 
about the product that are inaccurate, made through 
the endorsement, the review on the blog. This 
potential liability extends to the advertiser, even if the 
advertiser has no control regarding the content or the 
dissemination of the endorsement, since the advertiser 
initiated the process. 

http://www.blakes.com/english/people/lawyers2.asp?LAS=LMW
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The FTC Guide also provides new celebrity endorsement 
disclosure requirements. The previous guidance did 
not require a celebrity endorser to disclose his or her 
relationship with an advertiser when making most 
endorsements as the FTC recognized that consumers 
expected a monetary relationship in such situations.

The new FTC Guide, however, makes it clear that 
celebrities have a duty to disclose such relationships 
when making endorsements outside of traditional 
advertisements, such as on talk shows or in social media. 

The FTC is now actively enforcing the FTC Guide, and 
recently finalized its first order, a consent order against 
a public relations agency regarding its online marketing 
tactics, that cited the new FTC Guide. In that case, the 
FTC claimed that the agency and its principal engaged 
in deceptive advertising by having employees pose as 
ordinary consumers posting video game reviews on 
a website where games could be purchased, without 
disclosing that the reviews came from paid employees 
working on behalf of the developers. 

ENdorSEMENtS IN CANAdA
Canada’s federal false and misleading advertising 
statute, the Competition Act (the Act), applies to 
“representations” that promote directly or indirectly any 
business interest by any means whatever. While there is 
no Canadian guideline equivalent to the FTC Guide that 
explicitly sets out how endorsements will be treated 
in respect of Web 2.0, it is clear that the treatment of 
endorsements under Canadian law is similar. 

The Canadian Competition Bureau’s guideline entitled 
“Application of the Competition Act to Representations 
on the Internet” clearly states that the Act applies 
equally to false or misleading representations regardless 
of the medium used. 

The Bureau has stated that it focuses its enforcement 
efforts in respect of online representations on the party 
or parties who “cause” the representation to be made, 
which may be the party who makes the representation 
and/or the party that permits the representation to be 
made. Thus, a company that encourages or requests 
a consumer or other endorser to post comments on a 
company product or service may be deemed responsible 
for the comments. 

The Bureau has also provided some guidance on the 
requirements for endorsements, so that companies can 
avoid liability for false and misleading representations 
under the Act. In particular, the Bureau has stated 

that representations should contain all information 
necessary to enable a reasonable purchaser to make 
sound decisions and, in the context of endorsements in 
particular, representations must be free from ambiguity 
as consumers normally attach greater weight to them.

Further, it is the Bureau’s expectation that a connection 
to the sponsoring advertiser or product should be 
disclosed. As in the U.S., the non-disclosure of 
payments to a prominent individual is not misleading. 

However, exceptions arise where the format of 
the advertisement suggests that such individual 
volunteered his or her services. Although the guidance 
on endorsements does not explicitly mention the online 
environment, it is clear that the guidance can, and 
should, be applied to endorsements made in all media. 

In addition to the Act, Advertising Standards Canada 
(ASC), which is a substantial advertising industry 
self-regulatory body, has included guidance on 
endorsements, including regarding disclosure, in its 
Canadian Code of Advertising Standards. 

Amongst other comments relevant to endorsements, the 
Code states that endorsements must not be deceptive 
and that “no advertisement shall be presented in a 
format or style which conceals its commercial intent”. 
ASC has both consumer complaint and trade complaint 
procedures, both of which are actively used, and can 
result in advertising material having to be withdrawn. 

CANAdIAN PrACtICE CoNSIdErAtIoNS
Organizations should consider the following points when 
implementing advertising strategies: 

• Given the overlap in advertising between Canada 
and the U.S., especially the global and accessible 
nature of Web 2.0, any changes in U.S. practice and 
increased disclosures as a result of the new FTC 
Guide are likely to become the standard requirement in 
Canada. Consumers will expect disclosure of material 
connections between advertisers and endorsers, and a 
failure to disclose such connections is more likely to be 
considered misleading. 

• Organizations should monitor their relationships with 
online reviewers, and their consumers generally, as it 
is easy to slide into an endorser/sponsoring advertiser 
relationship where disclosure is required.

• Organization-sponsored messaging, including postings 
on message boards, websites, blogs and social networks 
and in TWEETS, should always be clearly disclosed. 



Intellectual Property – Social Media Series
Bulletin

January 2011

©2011 Blake, Cassels & Graydon LLP
PAGE 5

Pharma and Medical device Advertising 
in Social Media – worth the risk?
ALICE tSENG

The use of social media to advertise regulated products, 
such as pharmaceuticals and medical devices, can be 
very powerful, but is also fraught with risk. Recently, 
a drug company entered into a clever but provocative 
partnership in the United States with a professional race 
car driver, who also happens to be an avid TWITTER 
user and diabetic. In response to the driver’s request 
to TWEET about two insulin products made by the 
company, the company said he could only do so if he 
included the drug’s generic name as well as a link to 
information about the drug’s risks and benefits. The 
driver now regularly TWEETS about his insulin, a recent 
example being, “Saw an ad for [branded product] on 
TV! For [branded product] [generic name] prescribing 
information: [website link]”.

By contrast, some companies have not fared so 
well with their foray into social media. Another 
major pharmaceutical company in the U.S. set up a 
FACEBOOK page that was soon flooded with postings 
by one disgruntled patient who claimed that the 
company’s chemotherapy drug disfigured her because 
it caused permanent baldness. The patient said that she 
took her dispute to FACEBOOK because she had written 
multiple times to the company to no avail. 

The company subsequently posted a disclaimer on its 
FACEBOOK page stating that the page is not intended 
as a forum for discussing products of the company 
or other companies and that postings containing any 
product discussions would be removed. Although the 
offending posts were removed, the public relations 
damage was already done.

Although social media are already crucial advertising 
vehicles for many companies, it has not been as 
widely embraced by those in the pharmaceutical and 
medical device industries. One reason for this is the 
lack of clarity on how health regulators will view 
certain activities. Although laws of general application 
apply regardless of the advertising medium used, the 
application of these general laws can be uncertain. 

Compared to traditional media, social media are more 
interactive, with businesses having less control. 
Businesses contemplating initiatives using social 

media are concerned about their potential obligations 
and liabilities relating to the content and action of an 
unrelated third party.

GuIdANCE By rEGuLAtorS oN SoCIAL MEdIA 
AdvErtISING 
The lack of certainty on how laws are applied has many 
stakeholders anxiously awaiting the U.S. Food and 
Drug Administration’s (FDA) guidance on advertising in 
social media. The FDA held a hearing on the “Promotion 
of FDA-Regulated Medical Products Using the Internet 
and Social Media Tools” in late 2009. Interestingly, 
some submissions essentially stated that the key is that 
guidance be issued, whatever the guidance may be. 

Although the FDA had been expected to release 
guidance by the end of 2010 on a comprehensive range 
of issues, it now appears that the FDA’s new target is 
to release guidance on one issue by the first quarter of 
2011.

Despite the FDA’s delay, Canadian guidance specifically 
addressing advertising in social media will likely lag the 
U.S. since, although “[t]he idea of creating guidelines 
for the pharmaceutical industry’s social media marketing 
projects was raised” at the April 2009 meeting between 
Health Canada and Canadian advertising pre-clearance 
agencies, no significant advance appears to have 
occurred. 

It is interesting to note that a number of Health 
Canada’s general advertising policies now make 
reference to “social media”, if only to reinforce the 
principle that Health Canada’s general advertising 
requirements apply regardless of the medium. 

AdvErtISING druGS ANd dEvICES IN SoCIAL MEdIA
The following highlights three key issues that advertisers 
of pharmaceuticals and medical devices should consider 
prior to embarking in the realm of social media, namely: 
(i) off-label claims; (ii) insufficient disclosure; and 
(iii) reporting obligations. 

Given the lack of guidance from the regulators, there are 
many unanswered questions and how these issues will 
be resolved is unclear. However, set out below are some 
questions and factors that companies should at least 
consider so they can make a more informed assessment 
of their risks and determine the best approach in the 
absence of official guidance.

CONT’D ON PAGE 6
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Pharma and Medical device Advertising in Social Media – worth the risk?

1. off-Label Claims
Pharmaceutical and device companies cannot promote 
their products “off-label” (i.e., they cannot promote their 
products for an unapproved medical condition or use). 
Although this is clear, what is less clear is a company’s 
obligation or responsibility when an off-label claim is 
made by a third party. 

For example, a company might sponsor an initiative 
where patients, consumers or health-care professionals 
can post comments or questions about a particular drug 
or medical device. What happens if a third party makes 
an off-label claim about the product? 

Does the company have any obligation to post a 
disclaimer stating that the product is not approved 
for the off-label condition or, alternatively, stating the 
approved condition, or both? Or, should the company 
delete the off-label claim altogether? 

Alternatively, should the company have instead 
screened all submissions in the first place to ensure no 
off-label claim is ever posted? Further, should the rules 
vary depending on whether the forum for postings is for 
patients, consumers, or health-care professionals?

2. Insufficient disclosure
Advertising of health products typically requires 
the disclosure of certain information. Certain drug 
advertising, for example, requires the disclosure of “fair 
and balanced information about the benefits and the 
risks”.

However, with certain social media formats, space 
limitation is a major issue. For example, TWITTER limits 
TWEETS to 140 characters. Does a requirement to 
disclose the risks of a product mean that the actual risks 
must be spelled out or would a link to a website spelling 
out those risks be sufficient? 

The FDA has taken some action which is instructive. 
It recently issued a notice of violation letter to a major 
pharmaceutical company regarding its use of the 
FACEBOOK SHARE widget on the company’s leukemia 
drug website. When a user clicked on the FACEBOOK 
SHARE widget, a brief description of the drug and a 
link to the website for the drug was sent to the user’s 
FACEBOOK page for sharing with other FACEBOOK 
users.

Although the website contained risk information for 
the drug, the FDA letter stated, “the inclusion of such 
a hyperlink is insufficient to mitigate the misleading 
omission of risk information from these promotional 
materials. For promotional materials to be truthful and 
non-misleading, they must contain risk information in 
each part as necessary to qualify any claims made about 
the drug.”

3. reporting obligations
Although all companies bear the public relations risks 
that a discussion of their products or services in a public 
forum may generate negative comments, manufacturers 
of health products bear additional statutory reporting 
obligations if side effects of the product are discussed. 

For example, in Canada, manufacturers of drugs must 
report any “serious adverse drug reaction” occurring 
in Canada, and any “serious unexpected adverse drug 
reaction” occurring outside Canada, within 15 days of 
receiving the information. 

Health Canada guidelines specifically state that drug 
manufacturers “should regularly screen websites under 
their management or responsibility for potential adverse 
reaction case reports”. Further, the guidelines state that 
the test for whether a case is “reportable” is the same 
for cases from the Internet as for cases obtained via 
other means. 

Therefore, as long as the following minimum criteria are 
met, a company must report the case to Health Canada:

• an identifiable reporter (source);

• an identifiable patient;

• a suspect product; and

• an adverse reaction.

Although the rules may seem clear, it can sometimes be 
difficult to determine whether a case should be reported. 
For example, over the Internet, it is often unclear in 
which jurisdiction a patient is resident, and yet whether a 
reaction is reportable to Health Canada can be dependent 
on whether it occurred in Canada or elsewhere. 

Further, the Health Canada guidelines state that “One 
or more of the following should automatically qualify 
a patient as identifiable: age or age category (e.g., 
adolescent, adult, elderly), gender, patient identification 
number, or reference to a ‘patient’”. 
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Given the broad parameters that qualify a patient as 
identifiable, a manufacturer may unintentionally make 
duplicate reports because it may be uncertain whether 
the same case is being discussed multiple times or 
whether multiple cases are being discussed. 

MovING forwArd wIth CAutIoN 
The three issues mentioned above highlight only a few 
of the concerns raised when drugs or medical devices 
are advertised using social media. Drug and device 
companies must take particular care to thoroughly 
assess any proposal involving social media and to 
consider how the proposal can best be structured to 
minimize any potential risk. 

As part of the assessment, companies should remember 
that they will also need to be diligent in monitoring 
what transpires after the initiative is launched so they 
can respond immediately if required. If the social media 
initiative is structured appropriately, just as with the use 
of the drugs and devices themselves, the benefits can 
certainly outweigh the risks.
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