
privacy: tips & tricks for companies HoUtHoff bUrUma

Cookies and Consent
  “Cookies are small text files placed on a computer and accessed by the browser when 

opening a webpage.” - DDMA 2012

The statutory requirements governing the placement of cookies were tightened in the 2009 

revision of the e-Privacy Directive.1 One requirement was an amendment to article 5:3 of the 

former 2002 e-Privacy Directive,2 which relates to the placement of information on end devices 

(such as a computer or a smartphone) and the accessing of information stored on such devices. 

While the concept of “information” is broader, this provision mainly applies to the placement and 

accessing of cookies. 

Under the former 2002 e-Privacy Directive, it was sufficient to offer the option to refuse cookies 

(i.e. the opt-out approach). Cookies were placed without the user’s knowledge, however, and 

the user was not given any information about the data being collected. European lawmakers 

have taken the position that the opt-out approach did not work under these conditions. If a user 

does not even know that data is being collected, or which data are involved, he or she is not 

able to opt out. Technological developments, however, have made it possible for companies 

and institutions to collect and analyse 

increasingly larger amounts of information 

and subsequently create individual user 

profiles on this basis. Since 2002, a market 

has emerged for behavioural advertising, 

i.e. providing advertisements based on user 

profiles. 

Under the revised 2009 e-Privacy Directive, the placement and accessing of cookies is allowed 

only if the subscriber or user concerned has consented to these actions on the basis of clear and 

complete information. This description is taken from the 1995 Privacy Directive.3 The consent and 

information requirement apply in principle for all types of cookies. However, cookies necessary 

1  Directive 2009/136/EC of the European Parliament and of the Council of 25 November 2009, OJ L 337,  

pages 11 - 36, 18/12/2009, found at  

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:337:0011:0036:nl:PDF.
2  Directive 2002/58/EC concerning privacy and electronic communications, OJ L 201 of 31/07/2002, pages 37 

– 47, found at http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2002:201:0037:0037:NL:PDF.
3  Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of 

individuals with regard to the processing of personal data and on the free movement of such data,  

OJ L 281 of 23/11/1995, pages 31 - 50, found at  

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:en:HTML.

for the proper functioning of a website are exempt.4 

The Article 29 Working Party (i.e. the privacy 

advisory body for the European Commission, having 

representatives of the regulators from the 27 EU 

member states) published an opinion on cookie 

consent exemptions. It identified seven types of 

cookies that are not subject to the requirement, 

including session ID cookies, load balancing session cookies and authentication cookies.5

If the data collected by a cookie is personal data (i.e. information traceable to an individual 

person), the other provisions in the 1995 Privacy Directive also apply in addition to the 2009  

e-Privacy Directive. 

Types of cookies
In determining the scope of Article 5:3 of the revised 2009 e-Privacy Directive, a distinction is 

usually made between three different categories of cookies: (i) technical cookies, (ii) analytics 

and statistical cookies, and (iii) tracking cookies. 

Technical cookies are the cookies necessary to facilitate the use of a website. An example is a 

cookie that remembers the language stored by the user or that keeps track of which products 

a website user has put in his or her shopping basket before proceeding to payment. Security 

cookies are another example; these are used for online banking to support a secure connection 

with the customer. All of these cookies store information only during or for the user session.

4  The exception is for “any type of technical storage for the sole purpose of carrying out the transmission of a 

communication over an electronic communication network or, if strictly necessary, in order for the provider 

of an information society service explicitly requested by the subscriber or user to provide the service.”
5  Article 29 Working Party, Opinion 04/2012 on Cookie Consent Exemption, WP194, of 7 June 2012.  

Found at http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/

files/2012/wp194_en.pdf. 

This list identifies the cookies for which consent is not needed for their placement and access:

 1)  User input cookies (session-id), for the duration of a session or persistent cookies limited to a few hours in 

some cases.

 2) Authentication cookies, used for authenticated services, for the duration of a session. 

 3) User centric security cookies, used to detect authentication abuses, for a limited persistent duration. 

 4) Multimedia content player session cookies, such as flash player cookies, for the duration of a session. 

 5) Load balancing session cookies, for the duration of a session. 

 6) UI customisation persistent cookies, for the duration of a session (or slightly more). 

 7) Third party social plug-in content sharing cookies, for logged-in members of a social network.

The requirement for consent and 
the provision of information apply 
in principle for all types of cookies. 

The Article 29 Working Party 
has identified seven types of 
cookies that are not subject 
to the consent requirement. 
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Analytics and statistical cookies are cookies that, for example, count the number of unique 

visitors to a website or gather information about the surfing behaviour on a website. A discussion 

has arisen as to whether these cookies fall under the exemption of cookies necessary to facilitate 

the use of the website. Recently, the Dutch minister of justice has taken the position that the 

consent requirement does not apply for first-party analytics cookies that a website owner uses 

exclusively to collect data concerning the use of the owner’s website in order to improve the 

functioning of that website.6 The minister asked OPTA to identify further conditions for this, 

including in any case the condition that cookies may be used to collect only anonymised data 

not shared with third parties. The French privacy regulator, CNIL,7 is of the opinion that cookies 

used exclusively during a user session to collect statistical information about the behaviour on 

the website are exempt from the consent requirement.8

Tracking cookies are cookies that collect data about the behaviour of users on the websites they 

visit. Such cookies are usually - either with the consent of, or at the request of, the website owner 

- placed by an advertising network. In this way, the advertising network collects large amounts 

of data, which is then used to draw 

up profiles of the users. These profiles 

are then “sold” to advertisers, in the 

sense that the advertisers, in exchange 

for payment, instruct the advertising 

network to show a certain advert to 

users with the purchased profile. The 

advertising network pays part of this income to the website owner who has given it consent or 

instructions to place the cookie. Advertising networks usually retain the profile data for a longer 

period (several years). 

Implementation in the Netherlands
The amended Article 5:3 of the 2009 e-Privacy Directive has been implemented in the 

Netherlands in the form of article 11:7a of the Telecommunications Act,9 which entered into 

effect on 5 June 2012.10 The concept of consent in article 11:7a of the Telecommunications Act 

6  Letter dated 20 December 2012 from Minister Kamp to the Dutch House of Representatives.  

Found at http://rijksoverheid.nl/documenten-en-publicaties/kamerstukken/2012/12/20/kamerbrief-olver-

analytische-cookies-en-artikel-11-7a-van-de-telecommunicatiewet.html.
7 Commission nationale de l’informatique et des libertés. See http://www.cnil.fr/english/.
8  CNIL, What the Telecoms Package changes for cookies. Found at http://www.cnil.fr/english/news-and-

events/news/article/what-the-telecoms-package-changes-for-cookies/.
9 Bulletin of Acts and Decrees 1998, 610.
10  Act of 10 May 2012 to amend the Telecommunications Act for the implementation of the revised 

telecommunication guidelines, Bulletin of Acts and Decrees 2012, 235.

has the same meaning11 as in article 1(i) of the Data Protection Act.12 In this latter provision, 

consent is described as “any freely-given, specific and informed expression of will whereby data 

subjects agree to the processing of personal data relating to them”. In general, it is assumed that 

consent must be provided before a cookie is placed or accessed.

Unambiguous consent?
Since then, various media and forums have reported that article 11:7a of the Telecommunications 

Act requires, in principle, unambiguous consent for tracking cookies.13 However, this is not the 

case. The application of the Data Protection Act means that processing must be justified, but this 

does necessarily require consent. 

Article 8 of the Data Protection Act also sets out seven factors that justify the processing of 

personal data, and one of these is unambiguous consent under paragraph (a). As emphasised 

in the explanatory memorandum accompanying this article, this justification is not exclusive, 

however, and data can also be processed in accordance with one of the other justifying factors 

stated in article 8.14 Personal data may also be processed if any one of the other justifications 

stated in the article apply.

Asking data subjects for their consent has drawbacks. Consent can always be withdrawn. 

Consent is insufficient if there is an unbalanced relationship (e.g. employer-employee). In the 

Netherlands, article 8(f) of the Data Portection Act is usually the justification. This article states 

that personal data may be processed if this processing is necessary to promote the justified 

interest of the controller or a third party to which the data is provided, unless the privacy interest 

of the data subject prevails, to state it briefly. The controller must therefore balance these 

interests. This process must involve all relevant factors, including the level of sensitivity of the 

data, the amount of data and the measures used to take into account the interests of the data 

subject. 

11  Article 11:1(g) of the Telecommunications Act stipulates what is considered consent from a user or 

subscriber: “consent of a data subject as referred to in article 1(i) of the Data Protection Act, with the 

understanding that consent can also relate to data from subscribers who are not individuals.”
12 Bulletin of Acts and Decrees 2000, 302.
13  According to the Dutch national government: “the law assumes that the party that places a cookie to track 

surfing behaviour does this to process personal data. This means that, as a rule unambiguous consent is 

required for cookies that track surfing behaviour”. See http://www.rijksoverheid.nl/onderwerpen/ict/veilig-

online-en-e-privacy/internetbezoek-volgen-met-cookies. The Cookierecht website states: ‘tracking cookies 

fall under the privacy law and require explicit and unambiguous consent prior to their placement.’  

See https://cookierecht.nl/diensten/juridisch-advies/achtergrond-cookiewet/.
14 Parliamentary documents II 1997-1998, 25892, no. 3, p. 80.

In general, it is assumed that consent 
must be provided before a cookie is 
placed or accessed.
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To the controller or advertising 

network, their interest in 

placing the cookie is justified 

under article 8(f) because it 

increases the income that 

can be generated with the 

collected data. This is not 

possible without tracking cookies. At the same time, the intrusion on the data subject’s privacy 

is relatively minor. Moreover, data subjects can simply change their browser settings to remove 

cookies that have been placed. 

Implicit consent
The importance of this interpretation is that it creates the possibility - even with the current 

wording of the first paragraph of article 11:7a of the Telecommunications Act - that implicit 

consent will be considered sufficient if the user is given clear and complete information about 

the cookies to be placed. Such an interpretation is also in line with the views of regulators in 

other countries.15 The UK regulator, the ICO,16 pointedly takes the position that implicit consent 

is sufficient, even for the placement of tracking cookies.17 The ICO assumes that it is sufficient to 

place a banner or a bar on the website with a hyperlink linking the user to information about the 

cookies, along with a notice informing the user that, if the user continues to use the website, the 

user is consenting to cookie placement.18

At the present time, it is not a foregone conclusion that this type of implicit consent will also 

be considered sufficient in other countries such as the France and the Netherlands. The French 

privacy regulator, CNIL, emphasises in any case that the way of giving consent may differ 

15  Letter dated 20 December 2012 from the Justice Minister to the Tweede Kamer. Found at  

http://www.rijksoverheid.nl/bestanden/documenten-en-publicaties/kamerstukken/2012/12/20/

kamerbrief-olver-analytische-cookies-en-artikel-11-7a-van-de-telecommunicatiewet/analytische-cookies-

en-artikel-11-7a-van-de-telecommunicatiewet.pdf.
16 Information Commissioner’s Office. Found at http://www.ico.gov.uk/.
17  ICO, “Guidance on the rules on use of cookies and similar technologies” (May 2012). Found at http:// 

www.ico.gov.uk/for_organisations/privacy_and_electronic_communications/the_guide/cookies.aspx.
18  ICO, “Guidance on the rules on use of cookies and similar technologies”, p. 20: “Some users might not [click 

on either “I agree” or “No thanks”] and go straight through to another part of the site. If they do, you might 

decide that you could set a cookie and infer consent from the fact that the user has seen a clear notice and 

actively indicated that they are comfortable with cookies by clicking through and using the site. This is an 

option that relies on the user being aware that the consequence of using the site is the setting of cookies.  

If you choose this option you might want the reassurance of a notice appearing elsewhere on the site 

which reminds users that you are setting cookies.”

according to the intrusiveness of the cookie and therefore also recognises the possibility of 

implicit consent.19 The Dutch regulator, OPTA, has posted a publication called “Frequently asked 

questions about the new cookie rules” that does not address the issue of whether implicit 

consent is sufficient under article 11:7a of 

the Telecommunications Act; however, 

nor is this possibility expressly excluded.20

In its recent opinion about this issue, the 

Article 29 Working Party also does not 

exclude the possibility that implicit consent is sufficient:

  The notion of “indication” is wide, but it seems to imply a need for action. … The requirement 

that the data subject must “signify” his consent seems to indicate that simple inaction is 

insufficient and that some sort of action is required to constitute consent, although different 

kinds of actions, to be assessed “in context”, are possible.21 

In the ICO example described, clicking on a subsequent page after the information bar about 

cookies has been shown could be characterised as an “indication signifying consent”. 

The explanatory memorandum accompanying the amendment of article 11:7a of the 

Telecommunications Act recognises that consent can also be provided by a browser setting.22 It 

was noted that the browsers available at that time (2010), which accepted all cookies as standard 

practice and had to be changed to refuse cookies, did not satisfy the consent requirement 

in Article 5:3 of the e-Privacy Directive. That article requires in any case an “expression of will” 

from the data subject that he or she wishes to accept the cookie in question. This can vary from 

cookie to cookie. The Article 29 Working Party was critical of this matter, and has furthermore 

indicated that the choice made by the user can be sidestepped (e.g. by flash cookies, which can 

19  The opinion of the CNIL is as follows: “The word ‘agreement’ thus clearly refers to consent as defined in 

article 2(h) of Directive 95/46/EC, that is to say to “any freely given specific and informed indication of his 

wishes by which the data subject signifies his agreement to personal data relating to him being processed.” 

See “What the Telecoms Package changes for cookies” (December 2011). Found at http://www.cnil.fr/

english/news-and-events/news/article/what-the-telecoms-package-changes-for-cookies/.
20  Frequently asked questions about the new cookie rules - update 2 August 2012.  

Found at http://www.opta.nl/nl/actueel/alle-publicaties/publicatie/?id=3636.
21  Article 29 Working Party, Opinion 15/2011 on the definition of consent, WP187, of 13 July 2012, p. 12.  

Found at http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2011/wp187_en.pdf.
22 Parliamentary documents II, 2010-2011, 32549, no. 3, p. 80.

In the parliamentary debate, the legal 
presumption was added at the last minute 
that the use of tracking cookies constitutes 
the processing of personal data.

The legal presumption does not 
mean that unambiguous consent is 
required for tracking cookies.
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“reinstate” themselves after they are removed) and that the current browser settings give one-off 

consent for all future cookies, without the user being able to consider the purpose of these 

cookies on a case-by-case basis.23 

For the rest, the business community has been working for several years on modifications 

to the most frequently used browsers. Compliance with the consent requirement in the 

Telecommunications Act is possible, but for the time being it should be assumed that the 

existing browsers are not suitable for this purpose.

Informed consent
Consent must be based on clear and complete information about the cookie. If the cookie is 

used to process personal data, the same requirement applies under articles 33 and 34 of the Data 

Protection Act. Regulators also emphasise the importance of providing sufficient information to 

data subjects in advance and of making this information easy to find.24 There is some discussion 

about what information must be provided. If personal data are processed using the cookie, the 

provisions of article 33 and 34 of the DPA are applicable. These articles require that the identity 

of the controller and the purposes of the processing must be shared with the data subject, along 

with information needed to guarantee “proper and careful processing” for the data subject. 

In consultation with the business community and OPTA, the Dutch division of the Interactive 

Advertising Bureau (IAB) has developed a three-step approach to the information to be provided 

to users.25 The first step is a pop-up bar that appears as soon as a visitor comes to the website. 

23  Article 29 Working Party, Opinion 2/2010 on online behavioural advertising, WP171, of 22 June 2010, p. 14. 

Found at http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp171_en.pdf.
24  ICO, Guidance on the rules on use of cookies and similar technologies: “The provider must ensure that clear 

and relevant information is readily available to users explaining what is likely to happen while the user is 

accessing the site and what choices the user has in terms of controlling what happens. (…) the text should 

be sufficiently full and intelligible to allow individuals to clearly understand the potential consequences 

of allowing the cookies should they wish to do so (…). Making sure users will see clear information about 

cookies is important for compliance with the information requirements of the Regulations, to ensure that 

consent is valid and more broadly to increase levels of user awareness.” CNIL, What the Telecoms Package 

changes for cookies: “The validity of consent is linked to the quality of the provided information. It must 

be written in simple terms that are comprehensible to the general public, while being precise.” OPTA, 

Frequently asked questions about the new cookie rules - update (2 August 2012): “Parties that place cookies and 

access them must provide clear information about the fact that they use cookies and for what purpose.”
25  1AB, Industry-wide informational texts. Practical guidelines so that your organisation too can comply with 

the statutory information obligation in accordance with the Cookie rules in the Telecommunications Act 

(art. 11:7a). Found at http://www.iab.nl/wp-content/uploads/downloads/2012/11/Guide-Industriebrede-

This bar states that the website uses cookies and offers a link to additional information. Visitors 

who click on this link are given a short explanation about the cookies used on the website. This 

explanation is general in nature and does not distinguish between the different types of cookies. 

After this, users can click through to a page with a detailed explanation about the cookies used 

on the website. This sets out the cookie categories based on the information collected and 

the purposes for which the information is used. This is followed by a list of all the cookies used 

on the website, along with the party that has placed each cookie, the associated information 

category of that cookie, and the length of  

time that the information is retained. It is 

plausible that this satisfies the information 

requirement, although from this information  

it is not possible to identify which categories  

of people the information is provided for.

Cookies in the 2012 proposal for amendments to the privacy regulation 
The cookie regime in the e-Privacy Directive will become even stricter if the proposal published 

on 25 January 2012 for the new privacy regulation26 becomes law. Article 20 of the proposed 

regulation states that profiling requires the consent of the data subject. On this basis, consent is 

no longer linked to the processing of personal data, but is required for all automated processing 

of data intended to evaluate certain aspects of the personality of an individual or, in particular, 

to analyse or predict this person’s professional performance, economic situation, place of 

residence, health, personal preferences and reliability of behaviour. This means that, in principle, 

consent will be mandatory for all tracking cookies and analytics cookies. Consent is defined 

as follows: “any freely-given, specific and informed expression of will whereby data subjects 

agree to the processing of personal data relating to them, whether by means of a statement 

or an unambiguous active act”. With respect to the current definition in article 1(i) of the Data 

Protection Act (see the previous sentence), it is notable that there must be an explicit expression 

Cookie-informatieteksten.pdf.
26  Draft report on the proposal for a regulation of the European Parliament and of the Council on the 

protection of individuals with regard to the processing of personal data and on the free movement of such 

data (General Data Protection Regulation), 25/1/2012, COM(2012) 11 final.  

Found at http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf.

Browsers that accept all cookies 
as standard practice do not  
satisfy the consent requirement.
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of will, by means of a statement or 

an unambiguous active act. If this 

text is adopted, implicit consent will 

probably no longer be sufficient.

Tips & Tricks (in general terms)
1. Determine which cookies are used.

2. Distinguish between technical, analytics and tracking cookies.

3.  Place a bar, banner, pop-up, etc., on the website with: 

 a. a brief notice that cookies are being used;

 b. a button or area where consent can be given; and 

 c. a hyperlink to additional information about cookies.

4.  Under the hyperlink: information about the cookies used and the possibility of accepting each 

cookie.

5. If no consent is given, refrain from cookie placement.

6.  State on the bar, etc. (see point 3) that, if the user continues to use the website, this constitutes 

consent to use all cookies.27

27 OPTA must still issue a statement concerning whether implicit consent, as proposed here, is permitted.

If this text is adopted, implicit consent 
will probably no longer be permitted.
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