PRIVACY IN THE CLOUD

Cloud computing entails the saving, processing and using of company data on the
servers of a cloud provider instead of on servers located at the company’s premises.
Cloud providers may also offer software and hardware the company can access
online after logging in. The company pays for this service in a number of different
ways: per storage unit, per user, or per unit of time (or a combination of these).

In 2006, both Amazon and Google began, almost simultaneously, to use the term “cloud
computing”. These two companies had servers throughout the world, but server capacity was
not being fully utilised during much of the day. To increase the returns on these servers, these
companies started offering capacity to third parties as a place to store their data and software.
To achieve maximum returns, the data was always placed on the server that had space available
at that time. This location shift has become the determining factor for the concept of cloud
computing.

For many companies, it is important to control their data at all times. Financial institutions and
other companies under the supervision of the Dutch central bank, De Nederlandsche Bank
(DNB), must always exercise control over their data and ensure that the cloud provider complies
with the regulatory legislation. This is required by the Financial Supervision Act and the Decree
relating to Prudential and Valuation Rules in the Financial Supervision Act." The continual
shifting of the data ‘s actual location, as determined by the cloud provider, makes this control
more difficult. DNB must be able to have access to this data at any point in time. This factor is
not compatible with a constant shift in data location. Moreover, the cooperation of the cloud
provider is required for this obligation to be met. Finally, the location of the data - and especially
the location shift - is an important aspect in complying with the statutory privacy rules.

To meet these needs, models of cloud computing

arose in which the company could more or less DNB has indicated that it
determine the locations where the data was held.

If the servers are intended for a single company, considers cloud comput/ng

this constitutes a private cloud. There is little or no aform ofoutsourcing.

difference between this and a situation in which the
hosting of data processing is outsourced. DNB has indicated that it considers cloud computing
a form of outsourcing.? DNB must be informed in advance of a company’s intention to use cloud

Decree relating to Prudential and Valuation Rules that implements article 3:18 of the Financial Supervision
Act, arts. 27 to 32a.

2 Circulaire cloud computing [Cloud computing circular], De Nederlandsche Bank, dated 6 December 2011.
Retrieved 27 March 2013 from http://www.toezicht.dnb.nl/binaries/Cloud%20computing_tcm50-224828.pdf.
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computing, and the company concerned is required to submit a risk analysis to DNB.?

Advantages and disadvantages

Cloud computing offers companies a number of advantages. The cloud provides flexibility, i.e. if
server space or other software or hardware is needed, the company does not have to purchase
these, but in principle can rent them on demand. This allows companies to save money on
purchasing and energy expenses, as well as on office space and, in some cases, on IT staff.
Servers are now operational expenses instead of capital costs.

In a recent study, the European Commission calculated that by 2020 the European market for
cloud computing will be able to generate a total of EUR 160 billion annually in savings and
productivity improvements. The study on which this is based revealed that companies can
save an average of 10% to 20% on their IT costs through cloud computing.* Cloud computing
is therefore more of a financial than technological phenomenon. The main disadvantage of
cloud computing is that the company must depend on the cloud provider to a large extent

for the company’s operations. This becomes even more significant if a majority of the IT staff
disappears. This dependence gives rise to questions about the associated risks and how control
and management can be retained as far as possible.

Several questions must be addressed by a company's in-house legal counsel:

+ How can it be guaranteed that data and software will always be accessible and available?

+ How can sufficient security be enforced and controlled?

« On termination of a cloud contract, how can a seamless transition to a new provider be
ensured so that no data are left behind?

The answer to these questions is relatively simple, but can also be difficult in practice. The

simple answer is to find a provider that offers the necessary guarantees with respect to access,
availability, control and security. Create an exit plan that states what must happen upon
termination of the relationship and how the data will be transferred. And make sure to record this
properly in a contract.

What is difficult is that many cloud providers work with standard contracts that cannot be
negotiated (or only to a minor extent). The most economical cloud services do not provide any

3 See J.M.A. Berkvens, "Clou(d)(t)sourcing binnen de financiele sector” [Cloudsourcing in the financial sector],
Tijdschrift voor Financieel Recht 2012/12, p. 444 et seq.

4 Quantitative Estimates of the Demand for Cloud Computing in Europe and the Likely Barriers to Uptake,
D4 - Final Report, IDC, 13 July 2012. Found at http://ec.europa.eu/information_society/activities/

cloudcomputing/docs/quantitative_estimates.pdf.
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guarantees at all, and liability is virtually fully excluded. More expensive cloud computing models
offer the company more security about the quality of the services provided and the accountability
of the provider often entails negotiable guarantees and access rights. In addition, it is frequently
possible to arrange for the data to remain in the EU, or even in the Netherlands. Such a cloud
provider may even be willing to accept the usual liability, enforced by a penalty clause.

Privacy
Going “into the cloud” also raises the question of how a company can comply with applicable
privacy legislation if the data are located in another country.

In 2012, this issue received attention in European privacy legislation. A recent publication of the
European Commission, “Unleashing the potential of cloud computing in Europe”, reports that
research has revealed that the greatest barrier facing companies considering cloud computing is
privacy.” The Article 29 Working Party (the European Commission’s privacy advisory body, having
representatives from the regulatory bodies of the 27 EU member states) stated in its opinion on
cloud computing and privacy that a lack of control over the data and insufficient information
about the processing of the data are major

obstacles.® The European Data Protection According to the European
Supervisor (the privacy regulator for European

institutions and also the independent data CommISSIOH, privacy concerns

protection adviser to the Commissionand the  form the largest barrier for
European Parliament) has set out its views on

the privacy aspects of cloud computing in a companies that are cons:derlng

recent opinion in response to these cloud computing.
two documents.’

The most important development for cloud providers and their customers is undoubtedly the
proposal, published on 25 January 2012, for new privacy regulation® expected to replace the

> "Unleashing the potential of cloud computing in Europe — What is it and what does it mean for me?”
European Commission, 27 September 2012. Found at http://ec.europa.eu/information_society/activities/

cloudcomputing/docs/com/com_cloud.pdf.

eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2012/wp196_en.pdf.

Found at http://www.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/Consultation/
Opinions/2012/12-11-16_Cloud_Computing_EN.pdf.

@

Proposal for a Regulation of the European Parliament and of the Council on the protection of individuals
with regard to the processing of personal data and on the free movement of such data (General Data
Protection Regulation), 25/01/2012, COM(2012) 11 final.

Found at http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf.
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Article 29 Working Party, Opinion 05/2012 on Cloud Computing, WP 196, 1 July 2012. Found at http:/ec.europa.

1995 Privacy Directive’ The expectation is that it will be several years before this regulation
enters into effect, but the storm clouds are already gathering.

The most striking change will be the . .
strongly expanded powers of member The Gblllty of the CBP to Impose

state regulators found in Article 53 sanctions will be greatly expanded if
of the proposed regulation. In the

Netherlands, the regulator is the Dutch the pI’OpOSQd regulatlon Is adopted

Data Protection Authority (Authority). — jn jts current form.
Under current privacy legislation, the

Authority has limited powers to conduct investigations and impose sanctions. These powers will
be greatly expanded if the proposal for the new regulation is adopted in its current form.

In this event, the Authority will not only be able to prohibit the processing of certain data,

but also be given far-reaching investigative powers similar to those enjoyed by competition
watchdogs, such as the Netherlands Competition Authority (NMa). These powers could be
exercised in “"dawn raids” similar to those currently conducted for suspected competition
violations. This would involve the regulator paying an unannounced visit to corporate offices,
searching for evidence of criminal acts, demanding access to the IT infrastructure, and making
copies of all the relevant data.

Fines

To strengthen the enforcement of the privacy rules, the Authority and its European counterparts
will be given the option of imposing heavy fines for regulatory violations. The maximum fine will
amount to 2% of a company’s annual worldwide turnover, under Article 79:6 of the proposed
regulation).

Particularly important to the context of cloud computing, under Articles 40 to 44 of the
proposed regulation, it will become possible to impose a fine for the illegal transfer of data to
a country outside the EEA. A transfer of this kind can easily occur in the cloud if the relevant
agreements and measures are inadequate. In principle, it is the cloud provider that decides
where the data is stored.

These penalty provisions emphasise that a company considering moving its data into the cloud
must make certain (e.g. by obtaining contractual guarantees) that the cloud provider will comply

° Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data, OJ L 281
of 23/11/1995, p. 0031 - 0050.
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with the privacy rules and that the company will be able to supervise compliance by means of
unannounced audits.

What makes this particularly important is that, under Article 26 of the proposed regulation, the
company (as the controller) will be liable for any violation of the privacy rules, even if the fault lies
with the cloud provider.

Contractual agreements
The French privacy regulator, CNIL,"® recently published a number of recommendations' for
companies that plan to use cloud computing.

A risk analysis should be performed in advance. It should be established whether the data to be
stored in the cloud by the company is sensitive in nature, because if so additional requirements
apply.

The following should also be determined:
what are the legal and technical conditions that the processing must comply with?
what are the main risks?
what measures are needed to limit these as much as possible?

As for outsourcing, it should be determined whether the company retains sufficient in-house T
knowledge to ensure that it is not completely dependent on the cloud provider, and also how
the data (and possibly the IT staff) are returned to the customer at the end of the contract.

The analysis should also address the measures taken by the cloud provider to guarantee the
confidentiality of competition-sensitive information, such as unpublished turnover and profit
figures and information about acquisitions and competition issues.

Finally, an assessment should be made of whether the cloud provider makes it possible for the
company to comply with specific sector-related conditions, such as the security and supervisory
requirements imposed on financial institutions by DNB. Involving lawyers in the performance of
these analyses and the recording of guarantees in the contract is vital.

1© Commission nationale de l'informatique et des libertés. See http://www.cnil.fr/english/.

' Recommendations for companies planning to use Cloud computing services, 25 June 2012. Found at

http://www.cnil fr/fileadmin/documents/en/Recommendations_for_companies_planning_to_use_Cloud_

computing_services.pdf.
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Foreign legislation

Another legal risk that must be considered is that in the US and some other countries the
government has the legal power to demand access to the data on the provider’s server, and the
provider must grant that access.

The US Patriot Act'” is often cited in this context. This act expanded the existing powers of the
FBI and other intelligence agencies to gather data about citizens, including from cloud providers,
in order to combat terrorism and foreign espionage. Similar powers are also available under

the US Foreign Intelligence

Surveillance Act (FISA), amended
in 2008, which was extended by

President Obamain late 2012 for - computing risks and the recording
an additional five years. Under

Involving lawyers in the analysis of cloud

FISA, cloud providers can, for of guarantees in the contract is vital.

example, be required without a
court order to provide information about certain people residing outside the United States.”

Both acts focus primarily on combating international terrorism, sabotage and
counterintelligence; however, they offer virtually no safeguards for the company or person to
whom the information relates. While it appears that the powers provided for in the Patriot Act
and the FISA have been used only to a limited extent, there is significant resistance in Europe
to the use of cloud providers in the US mainly because of the possibility of information being
shared with the intelligence agencies without the data subjects’ knowledge.

To put this issue into perspective, however, it is pointed out that in every European country the
government has similar powers. In 2011, Dutch government investigators requested traffic data
from telecom providers 2.3 million times." This does not include information requests made
by the Dutch General Intelligence and Security Service and the Dutch Military Intelligence and
Security Service.

12 Uniting (and) Strengthening America (by) Providing Appropriate Tools Required (to) Intercept
(and) Obstruct Terrorism Act of 2001. Found at http:/frwebgate.access.gpo.gov/cgi-bin/getdoc.
cgi?dbname=107_cong_public_laws&docid=f:publ056.107.pdf and http://www.justice.gov/archive/Il/
highlights.htm.

350 USC § 1801 et seq; Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008 (FISAAA),
HR 6304.

" CIOT inquiries. Process and legality; Ministry from Security and Justice, November 2012. Found at http://
www.rijksoverheid.nl/documenten-en-publicaties/rapporten/2012/12/20/ciot-bevragingen-proces-en-

rechtmatigheid.html.
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However, the US legislation does extend further than Europeans are used to in the following
ways:
Data can be obtained not just from cloud providers located in the US, but also from their
foreign group companies and even from cloud providers that structurally do business in the
US but have no branch there.
There is no advance court review process. Nor is the consent of the public prosecutor
required.
The cloud provider may not inform the customer concerned of the request.
Information may be shared with other government agencies.

The data that can be obtained from a cloud provider are, in principle, limited to subscriber data,
invoices and traffic data, including the e-mail addresses used. The contents of the e-mails may
not be requested. However, in practice, the US intelligence agencies do not always abide by
these restrictions. Moreover, the fact of the matter is that a company has no control whatsoever
on the use of these powers under the Patriot Act.

Furthermore, no exemption is made in the proposed regulation for a transfer made in
accordance with an order by a US intelligence agency. Consideration 90 simply states that
transfers “should only be allowed where the conditions for transfer to third countries are met”.
Even though a controller is not even aware of the transfer, a transfer made under the Patriot
Act does not fall under the

exceptions set out in Article 42

(model clauses), Article 43 (binding AN Unauthorised transfer by the cloud

corporate rules) or Article 44of - provider could result in the company
the proposed regulation.

- . 0
These provisions all assume the T€C€IVING a fine of a maximum of 2% of

controller is aware of, and involved  gnnual group turnover.
in, the transfer.

If the proposal becomes law, and if the letter of the new law is followed, an unauthorised
transfer by the cloud provider in these circumstances could result in the company being fined
a maximum of 2% of the annual group turnover. In practice, however, this is unlikely to happen,
because after all it is not the controller that would be violating the regulation by transferring
personal data or by giving instructions to this end.

Since it is known that there is a risk of US intelligence agencies requesting corporate information
from a cloud provider, without the company’s knowledge, the question that arises is whether

a company having that knowledge can fully exculpate itself in that situation. After all, Article 26
of the proposed regulation stipulates that a controller that has a third party (including a cloud
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provider) process personal data must, when selecting a processor, enter into an agreement that
guarantees that the processor will comply with European privacy law (to state it briefly). A cloud
provider subject to the Patriot Act - and there are many of them - will be unable to provide such
a guarantee. If a US intelligence agency requests data, the cloud provider will have to provide
this data - or risk criminal prosecution and heavy fines. Given these options one may assume that
the cloud provider will cooperate with the request. In view of the above, for a company looking
for a cloud provider, the Patriot Act may be a powerful disincentive to hire a cloud provider
located in the United States. Further, a cloud provider with a subsidiary in the US, or a cloud
provider that makes use of a cloud provider located in the US, is or may also be subject to the
Patriot Act. Accordingly, the possibility of US intelligence agencies requesting data continues to
be an important issue for Dutch companies selecting a cloud provider.
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Tips & Tricks for selecting a cloud provider

- What data and/or software will go into the cloud?

- What are the main risks?

- What measures are needed to limit these risks as much as possible?

- Are there legal or contractual limitations on the use of the cloud?

- Where is the cloud provider located, and do the intelligence agencies in that location have
the authority to request data from the cloud provider?

- With which legal and technical conditions must the cloud provider’s processing operations
comply?

- Will sufficient IT knowledge remain in house to ensure the company is not completely
dependent on the cloud provider?

- Are there sufficient guarantees for availability and 24/7 access?

- Has the cloud provider taken sufficient security measures to combat unauthorised access and
data breaches?

- Canan audit be conducted at any point in time to check whether the cloud provider is
complying with the agreements?

- Are the regulator’s legal audit rights guaranteed?

- Have proper arrangements been recorded on behalf of the company for the processing of the
personal data (what data are processed, where and with what purpose, for how long and who
has access to the data)?

-+ Has consent been obtained from employees and the works council for the processing of
employee medical data and other sensitive data (whistleblower procedures)?

- Is the cloud provider required:

- to comply with requests from data subjects to provide information on their data, or for the
rectification or protection of their data?

- toreport data breaches and cooperate with the investigation and the measures to
be taken?

- to cooperate with data protection impact assessments of processing operations that are
accompanied by special risks to privacy?

- Isthere a good exit scheme to ensure a seamless transition to a new provider?
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