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Technology Media and Telecommunication August 2012 

The Trilegal Technology Media and Telecommunication Bulletin is a periodic update on 

recent developments in technology media and telecommunication law and policy in 

India. 

INTERNET SERVICE PROVIDER PENALIZED FOR TAKEDOWN 

The District Consumer Redressal Forum at Shimoga, Karnataka recently directed Airtel to pay INR 

20,000 for a deficiency in providing internet services.  The deficiency in question was the decision of Airtel 

– as an Internet Service Provider (ISP) – to block a number of torrent and video-sharing websites 

pursuant to an order of the Madras High Court. 

Background 

In May 2012, the Madras High Court issued a ‘John Doe’ injunction, restraining ISPs from infringing the 

copyright of the makers of the film ‘Dhammu’.  Following this order, a consortium of ISPs filed an 

application seeking a clarification regarding the extent of the John Doe injunction.  In response, the 

Madras High Court held that the earlier injunction was granted only in respect of a particular uniform 

resource locator (URL) where the infringing content was hosted, and not in respect of entire websites.  

The Madras High Court further directed the copyright owners to inform the ISPs about the particulars of 

the URL hosting the infringing content within 48 hours.  In doing so, the onus of identifying the infringing 

content and informing the ISPs was shifted onto the copyright owners.  Prior to this clarification, when 

faced with such John Doe orders, ISPs commonly blocked entire websites suspected of hosting infringing 

content.  Influenced by a potential threat of liability for copyright infringement, ISPs previously erred on 

the side of caution. 

With this order of the District Consumer Redressal Forum, ISPs will be apprehensive about blocking 

entire websites, even when faced with widely worded John Doe orders.  In the light of this background, 

the treatment of ISPs as intermediaries under Indian law, and their responses to John Doe orders merits 

analysis. 

Protection of Intermediaries under the Information Technology Act 

The Information Technology Act, 2000 (IT Act) offers a safe harbour protection for intermediaries.  An 

intermediary such as an ISP is entitled to protection against any claims of liability under the IT Act if it 

satisfies the following conditions: (a) its function is limited to merely providing access to a system over 

which the content is transmitted or temporarily stored or hosted, or (b) it does not initiate the transmission, 

and does not select the receiver and does not modify the information being transmitted, and (c) it 

observes due diligence as prescribed by the Government. 

The Government of India has issued the Information Technology (Intermediaries guidelines) Rules, 2011 

(Intermediary Guidelines) prescribing the standard of due diligence required to be taken by 

intermediaries in order to be eligible for the immunity under section 79 of the IT Act.  In relation to 

transmission of material to which the intermediaries do not have any right, the Intermediaries Guidelines 

provide for a take-down procedure.  Under Rule 4 of the Intermediaries Guidelines, once an intermediary 

receives actual knowledge or is notified by an affected person that any infringing information resides in a 

computer resource controlled by the intermediary, it is obliged to disable such information within 36 hours. 
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It is significant to note that unlike the Digital Millennium Copyright Act, 1998 (DMCA) - in force in the 

United States of America - there is no mechanism under the IT Act to ensure that requests to take down 

content are authentic.  Under the DMCA, any rights-holder who sends in a request to the ISP for take 

down of any infringing content must submit such a request under the penalty of perjury.  Further, if any 

person is aggrieved that the content was wrongly disabled, such a person may submit a counter 

notification to the ISP.  Unless the rights-holder obtains an order from a court to take down the material, 

the ISP is obliged to put the material back up. 

Therefore, in contrast to the DMCA, under the IT Act, as soon as an ISP receives a request for a take-

down, it is likely that it will disable the content immediately to negate any possibility of it being held liable.  

There is no mechanism in place in India by which an ISP can verify the authenticity of take down 

requests. 

ISPs often argue with justification that they are dumb pipes through which the data passes.  It is 

understandable that ISPs are neither willing nor competent to monitor all the data that passes through 

their networks, and then isolate and disable only specific infringing material.  In light of take down 

requests and John Doe orders which are wide in their ambit, it is understandable that ISPs quickly disable 

access to websites that are known to host or provide links to infringing material, since the protection 

under section 79 will be lost and they could face both criminal and civil action. 

The need of the hour is to ensure that more safeguards are built into the Intermediaries Guidelines to 

ensure that rights-holders are more discerning while seeking ISPs to disable access to infringing content.  

An approach similar to that under the DMCA model is recommended. 

If you require any further information about the material contained in this alert, please get in touch with your Trilegal relationship 
partner or send an email to alerts@trilegal.com. 

The contents of this alert are intended for informational purposes only and are not in the nature of a legal opinion. Readers are 
encouraged to seek legal counsel prior to acting upon any of the information provided herein. The text of this alert is the copyright of 
Trilegal and may not be circulated, reproduced or otherwise used without the prior permission of its originator.  
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