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PROFESSIONAL BACKGROUNDPROFESSIONAL BACKGROUND
• Seattle-based partner in 650-attorney international law 

firm

• Head of Dorsey & Whitney’s National Security Law 
Group and co-head of its Asian Law Group

• International technology, national security lawyer with 
>25 years experience in cross-border trade, 
investments

• Frequent speaker, writer, commentator on U.S. export 
control laws and export control policy advisor to U.S. 
Commerce Department

• White House Fellow, former Justice Department official 
and federal prosecutor
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GLOBAL MONEY TRANSFERSGLOBAL MONEY TRANSFERS
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INTERNATIONAL MONEY TRANSFERSINTERNATIONAL MONEY TRANSFERS
AND PERCEIVED THREATS IN U.S.AND PERCEIVED THREATS IN U.S.

• Five key U.S. law enforcement and national security 
concerns in post-9/11 environment about global 
banking and international funds transfers:
– Enforcement of U.S. embargoes that affect bank-related 

transactions
– Enforcement of U.S. anti-boycott rules applicable to 

international bank letters of credit
– Maintenance and protection of U.S. banking system as part of 

U.S. “critical infrastructure”
– Detection and disruption of U.S. criminals, terrorists who are 

dependent upon external non-U.S. funding sources
– Detection and disruption of non-U.S. criminals, terrorists who 

are dependent upon U.S. funding sources
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U.S. LEGAL RESPONSES TO THREATSU.S. LEGAL RESPONSES TO THREATS
• Embargo laws to enforce unilateral or multilateral trade 

sanctions (e.g., U.N. Security Council mandates)

• Anti-boycott laws to enforce avoidance of embargoes 
not recognized by United States
– Applied almost exclusively to anti-Israel boycott

• Bank protection laws to require banks to cooperate to 
protect themselves against business interruption by 
hackers, other outside threats

• Bank or funds transfer activity reporting laws to reveal 
illicit criminal or terrorist use of international financial 
channels
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U.S. TRADE EMBARGO LAWSU.S. TRADE EMBARGO LAWS
• Administered by Office of Foreign Assets Control (OFAC) in U.S. 

Department of the Treasury

• Codified in 31 C.F.R. Part 500 et seq.

• Deals generally with ALL U.S.-origin goods and services, 
regardless of strategic or military non-importance

• Bars U.S. person from providing any banking facilities or engaging 
in any bank transfers to or from embargoed nations or persons

• Current major OFAC embargoes: Cuba, Iran, Sudan*
– *January 2011 referendum on secession of South Sudan will end 

sanctions against that part of Sudan; remainder of Sudan?

• More limited OFAC controls: Balkans, Belarus, Congo, Côte 
d’Ivoire, Iraq, Liberia, Lebanon, Myanmar, North Korea, Palestinian 
Authority, Somalia, Syria, Zimbabwe
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U.S. EMBARGO LAWS (contU.S. EMBARGO LAWS (cont’’d)d)
• OFAC also bars banking or trading with many designated 

narcotics traffickers, terrorists or terrorist and WMD 
sponsoring groups or individuals (Specially Designated 
Nationals or SDNs)
– Lengthy SDN List, including multiple state-owned banks in 

OFAC embargoed countries

• OFAC coverage of “persons subject to U.S. jurisdiction”
for trade with Cuba and North Korea
– Means both U.S. company AND its foreign branches and 

subsidiaries

• General rules regarding bank or money transfers: 
– no direct transfers to or from embargoed country or SDNs

(including listed state-owned or controlled banks), and 
– no knowing retransfers from 3rd county to embargoed country 

or SDN
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U.S. ANTIU.S. ANTI--BOYCOTT LAWSBOYCOTT LAWS
• Administered by Bureau of Industry and Security (BIS) in 

U.S. Department of Commerce

• Codified in 15 C.F.R. Part 760

• Discourage, and in some cases, prohibit U.S. companies 
from furthering or supporting Arab League and other Muslim 
country boycott of Israel 

• Regulations focus mainly upon certain requests for 
information designed to verify compliance with boycott

• Heavy emphasis on bank letters of credit that contain 
certain Israeli boycott terms

• Compliance by U.S. person with such requests prohibited 
– Even bare receipt of such requests by U.S. person – with no 

compliance – must be reported to BIS
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U.S. BANK U.S. BANK ““BUSINESS CONTINUITYBUSINESS CONTINUITY””
PROTECTION LAWSPROTECTION LAWS

• U.S. agencies provide oversight of U.S. banking system 
to protect against:
– Financial and business risks (e.g., insolvency hazards through 

Federal Deposit Insurance Corp. (FDIC))
– Operational and “critical infrastructure” risks (e.g., computer 

hacking or disruption through Departments of Homeland 
Security and Treasury)

• 2002 Homeland Security Act created DHS, outlined its 
central role to protect U.S. “critical infrastructure”
– Core role in U.S. cyber-security planning, implementation for 

telecommunications, especially for financial services industry
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U.S. LAWS FOR TRACING U.S. LAWS FOR TRACING 
INTERNATIONAL FUNDS TRANSFERSINTERNATIONAL FUNDS TRANSFERS

• 1970 Bank Secrecy Act (BSA) requires banks, other 
financial institutions to:
– Maintain records of all customer transactions
– File reports with U.S. Department of Treasury for currency or 

other transactions 
– Implement counter-money laundering programs and 

compliance
• 1992 Anti-Money Laundering Act (AMLA) requires 

banks, other financial institutions to:
– Maintain records of all commercial wire transfers 

(domestic and international) of US$3,000 or more
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NONNON--BANK MONEY BANK MONEY 
TRANSFER BUSINESSES (TRANSFER BUSINESSES (MTBsMTBs))

• Usually set up as U.S. corporation or limited liability company
• Obtains U.S. employer tax identification number (EIN)
• Files state money transmitter application

– Minimum net worth requirements (varies by state)
– Surety bond (typically US$500,000 minimum)
– Financial Statement Disclosure
– Background Check
– Application Fee

• Registers with U.S. Department of Treasury 
– FinCEN Form 107 

• Includes issuers of traveler’s checks, money orders, stored value 
cards – effectively, any business that transfer money in any form

• All such U.S. MTBs must comply with applicable U.S. laws - just as 
U.S. banks must do
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U.S. TREASURY DEPARTMENTU.S. TREASURY DEPARTMENT’’S S 
FINANCIAL CRIMES FINANCIAL CRIMES ENFORCMENTENFORCMENT

NETWORK (NETWORK (FinCENFinCEN))
• FinCen established in 1990 by Department of the 

Treasury to provide government-wide multi-source 
financial intelligence and analysis network

• FinCEN operation broadened in 1994 to include 
collection, administration of BSA reports from 
financial institutions, MTBs

• FinCEN given further powers to detect and stop 
terrorists group financing under Title III of 2001 
USA PATRIOT Act



© 2011 DORSEY & WHITNEY LLP 7

13

BANK SECRECY ACT REPORTINGBANK SECRECY ACT REPORTING

• Under BSA, all banks, money transfer businesses 
(MTBs), securities brokers or dealers, futures 
commission merchants, casinos and insurance 
companies must file:
– Currency Transaction Report (“CTR”)

• Report of any customer - institution currency transaction 
over US$10,000

– Suspicious Activity Report (“SAR”)
• Report of any “suspicious” transaction involving possible 

violation of law
– Institutions theoretically have some discretion in reporting
– But many institutions will file SARs self-protectively
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SARsSARs FOR CERTAIN PATTERNS OF FOR CERTAIN PATTERNS OF 
INTERNATIONAL FUNDS TRANSFERS (INTERNATIONAL FUNDS TRANSFERS (IFTsIFTs))

• IFTs that may draw an SAR to FinCEN:
– Sent to or from known financial secrecy haven or high-risk 

location without apparent commercial basis
– Sent in manner inconsistent with known customer’s 

commercial history
– Unusual, illogical or repetitive patterns in IFT activity
– Same source of multiple transfers to or from different accounts
– Large IFT received on behalf of foreign client without apparent 

commercial basis
– Many small IFTs using checks or money orders which are then 

almost immediately transferred or deposited by wire to another 
city or country

– Patently incomplete or missing related party information in IFT
documentation
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Number of Suspicious Activity Report Filings by Year
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SOME U.S. ENFORCEMENT CASESSOME U.S. ENFORCEMENT CASES

• OFAC embargo case: Barclays Bank PLC (London) 
forfeited US$298 million in 2010 to settle US$176 million 
OFAC civil fine and other legal proceedings
– Charges: stripping key information about IFTs into U.S. bank 

accounts from banks in Cuba, Iran, Libya, Sudan and Myanmar 
(Burma) to hinder their detection of by U.S. authorities

• Anti-boycott case: Gulf International Bank (New York City) 
paid US$50,000 civil fine in 2009
– Charges:  Furnished boycott-related data to Syria; failed to 

report boycott-related requests; failed to keep records

• BSA case:  Pamrapo Savings Bank (New Jersey) forfeited 
US$5 million in 2010 in guilty plea
– Charges: Failed to file CTRs, SARs for US$35 million in illegal 

or suspicious funds transfers and currency transactions; 
conspired with customers to conceal transfers; failed to 
maintain BSA/AML programs required by law



© 2011 DORSEY & WHITNEY LLP 9

17

CONCLUSIONCONCLUSION
• Global funds transfers are central to all lawful international 

business to sustain trade in goods and services around the 
world

• Global funds transfers unfortunately also lifeblood of 
international crime and terrorism today

• U.S. FinCEN and other U.S. government agencies maintain 
vigilant oversight of such funds transfers to safeguard U.S. 
national security, foreign policy interests
– Multiple U.S. laws with substantial financial penalties

• U.S., most other countries now regularly cooperate with 
such bank regulatory standards for law enforcement and 
national security protection on global basis
– 1999 U.N. General Assembly International Convention for the 

Suppression of the Financing of Terrorism
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